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Satara Zilla Parishad Website www.zpsatara.gov.in AMC
Annual Maintenance

Maintenance involves overall maintenance of all Websites /Security Audit/ Softwares/ Database
Servers/@gov.in Domai Registration/Applications/Band width and webspace.
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Website maintenance: www.zpsatara.gov.in
» Uploading of Tenders as per requirement by ZP Satara on daily basis.

Submitting website to Google every month for listing
Scanning Website Server for malware
Automatic backup of entire server every two weeks.
Manual backup of entire server every month.
Uploading news & announcements on homepage through CMS.
Updating photos of ZP members from time to time through CMS.
Uploading event photos in gallery section.
Updating Circulars on the website.
¢ General Requirements :-
» Content Management: Content Management Module(CMS) - Dept. user shall able to
upload the Content such as Photo, News, Contact detail etc. on website. Contents must
be in Unicode format. Content Management System should have following features or
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capabilities :-
1. Content Authoring , Publishing, Delivery, Content Storage Management, Content exit and
Archival.

2. Should have preconfigured generic templates and workflows for thecontent
3. management Distributed authorship of portal content across divisions.




4. Separation of content from presentation, which allows authors to focus on content
rather than web design.

5. Management of revision, approval, publishing and archiving processes in an easy and

automated manner.

Centralised template management for consistency within portal.

Content repurposing for different audiences and different interfaces.

Unlimited Web space, Unlimited Bandwidth

Facilitated metadata generation and management which enables effective content

discovery.

10. Content storage management of alltypes of content: text graphic, audio, videoetc. In
context contribution, purview, updates and approvals.

11. Email notifications for automated content edits and reviews.

12. Both dynamic and scheduled publishing models.

13. CMS should be able to generate content feeds.

14. CMS should be able to be integrated with any workflow systems, which supports e-forms.
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o Feedback :-

Should have options for online filling the feedback form. Necessary field such as contact
detail i.e. Name, address, City, Pin code, State, e-mail, Phone no. & Comment Box should be
available. It should be Bilingual, Printable with Logo & as a letter head, Report generated.

¢ Technical Requirements :-

11,
12

13.
14.

18.

Website should runindependent of IP Address. i.e. IP Addresses should be not be hard coded in the
source code/configuration.

Website should be IPv6compliant.

Website should be able to open in all six ways. For example,

a. https://iwww.zpsatara.gov.in
http:/lwww.zpsatara.gov.in
www.zpsatara.gov.in
https://zpsatara.gov.in
http://zpsatara.gov.in
f. zpsatara.gov.in
After the expiry of / @gov.in Domain Registration for the next period /| @gov.in Domai
Registration is to be done by Bidder.
Website should be running on SSLi.e. http request should automatically get redirected to hitps.
Website should be compatible to run on multi server environment for load sharing
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\Website should be compatible for accessibility from any device, any Operating Systemand any
browser.
Platform used for Website such as OS, DB, Java, etc. software should be minimum N-1where N

is the latest version prevailing.
Intellectual Property Rights(IPR) should be with the Department.

 CAPTCHA should be present for web pages with form field such as feedback form, registration form

etc.

Logging to be enabled for Web Server / DB Server.

Password should not be hardcoded in any website configuration files or stored in plain text.
Passwords should be properly hashed and salted to reduce the effectiveness of password
cracking.

Be able to operate onvarious Operating Systems like Windows, UNIX, LINUX, etc.

The pages should be printer friendly i.e. all the pages shall be displayed and printed upon
demand by user.

To improve the experience of the \Web on mobile devices and other handheld devices like iPad,




tablets etc. the website needs to be developed with One Web concept/ One Web means
making, as far as is reasonable, the same information and services available to users irrespective
of the device they are using.

Security Audit :-

a. Website Security Audit.

b. Guidancetodevelopersand the Security Auditof websiteshould be conducted by

an external agency other than the bidder at the bidders expense and submitted to

Zilla Parishad,Satara.

Security Audit Certificate to be mandated.

d. Any vulnerability found during the security audit, bidder has to close the same
accordingly and ensure complete security audit done successfully.
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* Inspection andTesting :-

The inspection of installation of services shall be carried out to check whether the

services are in conformity with the mentioned in the tender. The bidder will test all operations and
accomplish all adjustments (tuning) necessary for successful and continuous operation of the
systems to the satisfaction of the Zilla Parishad,Satara.

o Copyright :-

All concerned information would be absolute property of Zilla Parishad, Satara.

¢ Operational Acceptance

Successful completion of the contract will be gauged through a series of formal acceptance tests

performed on all aspects of the system/sub systems:

1.
2.

Bidder must host the services from its own testing server.
The integration should be completed before the official launch of the application.

* Operations and Maintenance

The Successful bidder shall maintain and Support the supplied software for a period of 1

years after the successful operational acceptance :-

1.
p8

3.

One year maintenance for the portal.

Providing all software updates and patches released by the hardware OEM, update and
patch management, resolution of any issues/problems with the hardware etc

Resolution of errors/bugs (if any), software updates, changes in the software that may be
necessary due to legal/statutory changes etc.
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